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Abstract
In this paper, the proposal is security for Bluetooth Secure Simple Pairing (SSP) using device profile. The proposed system is designed to be user-friendly, economical and reliable solution for securing Bluetooth networks. The purpose of this paper is to help Bluetooth device manufacturers to implement efficient Bluetooth intrusion detection and prevention systems as well as convince the Bluetooth Special Interest Group (SIG) to define a new security standard based on our proposal. Moreover, this paper presents some new ideas that will be used for future research work.

1. Introduction

The use of wireless communication systems and their interconnections via networks have grown rapidly in recent years. Because Radio Frequency waves can penetrate obstacles, wireless devices can communicate with no direct line-of-sight between them. This makes RF communication easier to use than wired or infrared communication, but it also makes eavesdropping easier. Moreover, it is easier to disrupt and jam wireless RF communication than wired communication. Because wireless RF communication can suffer from these new threats, additional countermeasures are needed to protect against them.
Excluding mobile phone-related data transfer, there are three popular wireless data transfer  technologies widely used  all
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over the world: Bluetooth, WLAN and IrDA . Bluetooth and WLAN are wireless RF communication systems, while IrDA is a wireless infrared communication system. This work focuses on the security of Bluetooth technology

Bluetooth is a technology for short range wireless data and realtime two-way voice transfer providing data rates up to 3 Mb/s. Almost any device can be connected to another device by using Bluetooth. Many kinds of Bluetooth devices, such as mobile phones, headsets, PCs, laptops, printers, mice and keyboards, are widely used all over the world. Already in 2006, the one billionth Bluetooth device was shipped [Blu06a], and the volume is expected to increase rapidly in the near future. According to the Bluetooth SIG, the target volume for 2010 is as high as two billion Bluetooth devices. Therefore, it is very important to keep Bluetooth security issues up-to-date.

In this paper, the proposal is security for Man-In-The-Middle attack on Bluetooth Secure Simple Pairing . The proposed system is designed to be user-friendly, economical and reliable solution for securing Bluetooth networks. Moreover, some new ideas are presented that will be used for future research work.

2. Overview of Bluetooth Security
The basic Bluetooth security configuration is done by the user who decides how a Bluetooth device will implement its connectability and discoverability options. The different combinations of connectability and discoverability capabilities can be divided into three categories, or security levels: 
1. Silent: The device will never accept any connections. It simply monitors Bluetooth traffic. 
2. Private: The device cannot be discovered, i.e., it is a so-called non-discoverable device. Connections will be accepted only if the Bluetooth Device Address (BD_ADDR) is known to the prospective master. A 48-bit BD_ADDR is normally unique and refers globally to only one individual Bluetooth device. 
3. Public: The device can be both discovered and connected to. It is therefore called a discoverable device. 
Bluetooth is a wireless communication system, there is always a possibility that the transmission could be deliberately jammed or intercepted, or that false or modified information could be passed to the piconet devices. Powerful directional antennas can be used to increase the scanning, eavesdropping and attacking range of almost any kind of Bluetooth attack considerably. One very good example of a long-distance attacking tool is the Blue Sniper Rifle. It is a rifle stock with a powerful directional antenna attached to a small Bluetooth compatible computer. Scanning, eavesdropping and attacking can be done over a mile away from the target devices. 
Bluetooth security is based on building a chain of events, none of which should provide meaningful information to an eavesdropper. All events must occur in a specific sequence for security to be set up successfully.

In order for two Bluetooth devices to start communicating, a procedure called pairing must be performed. As a result of pairing, two devices form a trusted pair and establish a link key which is used later on for creating a data encryption key for each session. In Bluetooth versions up to 2.0+EDR, pairing is based exclusively on the fact that both devices share the same Personal Identification Number (PIN) or passkey. When the user enters the same passkey in both devices, the devices generate the same shared secret which is used for authentication and encryption of traffic exchanged by them. The amount of information in a message is measured by the entropy of that message. The entropy of a message measured in bits is log2 n, where n is the number of possible meanings in which each meaning is equally likely. The entropy of a message also measures its uncertainty. For example, the entropy of a message indicating the day of the week is log2 7=2.8 bits. Similarly, a four-number long password that is widely used in various applications, such as in Automated Teller Machines (ATMs) for withdrawing money or in mobile phones for unlocking the phone, achieves only 4×log2 10≈13.3 bits of entropy. The PIN is the only source of entropy for the shared secret. As the PINs often contain only four decimal digits, the strength of the resulting keys is not enough for protection against passive eavesdropping on communication. Even with longer 16-character alphanumeric PINs, full protection against active eavesdropping cannot be achieved: it has been shown that MITM attacks on Bluetooth communications (versions up to 2.0+EDR) can be performed. Bluetooth versions 2.1+EDR and 3.0+HS (High Speed) add a new specification for the pairing procedure, namely SSP. Its main goal is to improve the security of pairing by providing protection against passive eavesdropping and MITM attacks. 

SSP employs Elliptic Curve Diffie-Hellman public-key cryptography. In order to provide protection against MITM attacks, SSP either uses an Out-Of-Band (OOB) channel (e.g., Near Field Communication, NFC), or asks for the user’s help: for example, when both devices have displays and keyboards, the user is asked to compare two six-digit numbers. Such a comparison can be also thought as an OOB channel which is not controlled by the MITM. If the values used in the pairing process have been tampered with by the MITM, the six-digit integrity checksums will differ with the probability of 0.999999. SSP uses four association models. In addition to the two association models mentioned previously, OOB and Numeric Comparison, models named Passkey Entry and Just Works are defined. 
The Passkey Entry association model is used in the cases when one device has input capability, but no screen that can display six digits. A six-digit checksum is shown to the user on the device that has output capability, and the user is asked to enter it on the device with input capability. The Passkey Entry association model is also used if both devices have input, but no output capabilities. In this case the user chooses a 6-digit checksum and enters it in both devices. Finally, if at least one of the devices has neither input nor output capability, and an OOB association model cannot be used.
DisplayYesNo indicates that the device has a display and at least two buttons that are mapped to “yes” and  “no”: using the buttons the user can either accept the connection or decline it. Other notation in the table is self-explanatory. 
SSP is comprised of six phases:
1.  Capabilities exchange: The devices that have never met before or want to perform re-pairing for some reason, first exchange their Input/Output (IO) capabilities to determine the proper association model to be used.

2. Public key exchange: The devices generate their public-private key pairs and send the public keys to each other. They also compute the Diffie-Hellman key.  

3. Authentication stage 1: The protocol that is run at this stage depends on the association model. One of the goals of this stage is to ensure that there is no MITM in the communication between the devices. This is achieved by using a series of nonces, commitments to the nonces, and a final check of integrity checksums performed either through the OOB channel or with the help of user. 
4. Authentication stage 2: The devices complete the exchange of values (public keys and nonces) and verify the integrity of them. 

5. Link key calculation: The parties compute the link key using their Bluetooth addresses, the previously exchanged values and the Diffie-Hellman key constructed in phase 2.

6. LMP authentication and encryption: Encryption keys are generated in this phase, which is the same as the final steps of pairing in Bluetooth versions up to 2.0+EDR.

Table 1. Device capabilities and

SSP association models.
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* The resulting link key is considered authenticated.

3. Radio Frequency Device Profile
Even if devices are produced by the same manufacturer using the same components, there are differences between signals sent by these RF-devices. These small differences are the result of variations in the electronic components of a device. Thus, the RF devices can be identified and differentiated from each other. Variances are most evident when the device is being activated or when it tries to access to the network, because then there exists a short transient phase in the signal. This transient phase lasts only 2 − 10 ms. In the transient phase, there often occurs significant changes in frequency, amplitude and phase: the RF device profile can be formed from this particular part of the signal. Figure 2 illustrates a typical Bluetooth signal.

[image: image2]
Figure 2. A typical Bluetooth signal.
Since every transmitter has a unique RF profile, it can be used to differentiate the legitimate devices from devices that have alien RF profile. For this purpose, a sample RF profile is needed from each legitimate device in order to detect alien RF profile. Wireless devices, such as Bluetooth devices, can be equipped with signal processing capabilities to check every RF profile before accepting any connections. We feel that RF device profile could be in the major role for improving the security of Bluetooth, because RF device profile are extremely hard to duplicate. As far as we know, nobody has ever performed a successful RF device profile duplication. The RF device profile process includes usually four stages in which signal processing and different algorithms are used. The signal is first received by the profiling device and converted to digital format using an Analogue-to-Digital Converter (ADC). The transient is then located and its features are extracted. A set of features form a RF device profile which can be used for device identification or creating a whole new RF device profile for a legitimate device and saving it to the database. Before RF device profile can be formed, desired features (amplitude, phase, frequency, or combination of them) must be extracted from the transient. Signal processing methods used for feature extraction are, for example, Daubechies filter, Fractal dimension, and Wavelet transform. 
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Figure 3. RF device profile process.
A feature vector can then be formed from the extracted features: it corresponds to the RF device profile of the device. The size of the feature vector can be reduced by using various statistical methods, such as Principal Component Analysis (PCA), neural network applications or genetic algorithms. The actual device identification (classification) phase can utilize various different techniques, such as Probabilistic Neural Network (PNN), Self-Organizing Map (SOM), Learning Vector Quantization (LVQ), neural networks, Discrete Wavelet Transform (DWT) parameters, Bayesian filter, and Kalman filter. 
4. Device Profile Based Security Solution for Bluetooth SSP

Since the use of Bluetooth communication systems and their interconnections via networks have grown rapidly in recent years, secure Bluetooth device identification and pairing are extremely important. As far as we know, there does not exist any complete RF device profiling systems for Bluetooth technology, i.e., various researchers have presented different signal processing methods without proposing a complete RF device profile system for Bluetooth. Thus, in this paper the device profile based security solution for Bluetooth SSP is proposed. 
In 2004, Herfurt and Mulliner proposed a method for determining the manufacturer, the device model, and the firmware version of a Bluetooth device. With this method, the characteristics of the Bluetooth device can be identified, but the method cannot be used for secure Bluetooth device identification. Other methods/tools for Bluetooth device identification are, for example, Blueprint, Blooover II, BlueSniff, and BTScanner. However, secure Bluetooth device identification is not possible with these methods/tools. Alternative approaches for creating intrusion detection and prevention systems for wireless ad-hoc networks (such as Bluetooth) are based on using, for example, Smart Batteries, a statistical anomaly detection, and mobile agent technology. When designing a new wireless security solution, it is very important to find answers to the following questions:

· What is the main goal of the security solution?

· How can the goal be achieved?
· What other aspects have an effect on the design phase?

The security solution should be as cheap and reliable as possible. These attributes will also appeal to the Bluetooth device manufacturers. This proposal is based on the ideas presented for Bluetooth related research work. The proposed system is local, i.e., it is used by a single company inside a single building, and the system includes a Bluetooth-enabled server/sensor in a fixed location. The server serves the legitimate Bluetooth devices and the only thing required for the legitimate devices is a small software, which takes care of the communication between the legitimate devices and the server. In this way, additional hardware is not required for legitimate Bluetooth devices. Moreover, we feel that this is a very economical solution. 
The main goal of the device identification is always selected according to the desired outcome. We strongly recommend that the main goal of the system would be the identification of the legitimate devices, not the attacking ones, since the legitimate devices have to be able to communicate with each other in the Bluetooth network. Another option would be detecting the attacking devices, but we feel that this approach is not very efficient in practice. 
The server must have all legitimate RF device profile– BD_ADDR pairs (RF device profiles) stored into its database. The communication with the server will take place in the following way:

1. Device B wants to connect with the legitimate device A. 

2. The devices use the SSP for pairing: The OOB channel must be used to prevent MITM attacks.

3. Before the actual data exchange, the device A sends a query along with the BD_ADDR of the device B (BD_ADDRB) to the server, which verifies that the BD_ADDRB is in the list of the legitimate devices. If the BD_ADDRs match, the server verifies that the transient captured by the sensor matches with the previously stored RF device profile. It is worth noting that devices A and B must also use SSP’s OOB channel for pairing with the server to be sure that it is the trusted entity. In this way, the server also knows that devices A and B are trusted entities. 

4. The server sends a connection acceptance or denial notification to the device A. In the case of denial notification, the program installed in the device A performs automatic disconnection with the attacking device. In the case of the acceptance notification, the connection is accepted and Bluetooth devices can start a normal data exchange.
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Figure 4. Bluetooth Identification System.
All computationally intensive tasks are performed by the server. From the point of view of users, the acceptance/denial notification must be received within few seconds, because otherwise users are likely to opt for less secure but more usable options. Thus, the server must be efficient enough to be able to perform the whole RF device profile process almost in real-time. The whole query process should not take more than two seconds altogether. The server should monitor the Bluetooth network non-stop and also detect hidden Bluetooth devices by using the techniques described in Bluetooth identification tools. In this way, the network administrator will get valuable real-time information about the Bluetooth network: for example, the number of unknown devices in the range and the number of possible attack attempts against the network. Server sends this information to the network administrator via Bluetooth: thus, it can be used to stop further attacks from the same origin. The server can be, for example, a Linux based computer equipped with a Bluetooth protocol analyzer and signal processing capabilities, which are required for transient processing and RF device profile formatting. The transient processing will be done in digital form.

The server’s own security should be extremely strong: the server should be configured only through a wired connection by the Bluetooth network administrator. There are three Bluetooth device classes: class 1, class 2 and class 3. The maximum transmit powers for class 1, class 2 and class 3 devices are 100 mW (20 dBm), 2.5 mW (4 dBm), and 1 mW (0 dBm), respectively. According to the Bluetooth specification [1], the reference sensitivity level of a Bluetooth device has to be −70 dBm or better. The desired communication range of the system will define both the required transmission power and

the sensitivity level of the server’s Bluetooth module, which should be substantially better than the minimum requirements of Bluetooth specification in order to cover large buildings with a single server. This may even require the use of a power amplifier with a class 1 Bluetooth transmitter in addition to an extremely sensitive receiver. It is worth noting that the Bluetooth network administrator should update the RF device profiles regularly (e.g., once in a year), because the signal features change when the device ages. 

5. Conclusion and Future Work

It is difficult to create such intrusion detection and prevention system that caters to all possible types of security attacks, as the security of Bluetooth is likely to be limited by the capabilities of the least powerful or the least secure device type. In fact, most Bluetooth security attacks are based exactly on this problem. A device profile based security solution for Bluetooth SSP was proposed. 
The proposed system is designed to be user-friendly, economical and reliable solution for securing Bluetooth networks. 
In general, security attacks are hard to prevent in wireless networks, especially when an intrusion detection and prevention system is not used. This paper is intended to help Bluetooth device manufacturers to implement efficient Bluetooth intrusion detection and prevention systems! Moreover, the Bluetooth SIG can use the results of this paper for improving the security of SSP: they should define a standard that clearly describes the required
software in order to make sure that all Bluetooth device manufacturers will produce such RF device profile based solutions that are compatible with each other.

In our future research work, we want to implement a working prototype of the proposed system. Moreover, we will perform extensive tests on the system and analyze its effect on the size, power consumption and price of a Bluetooth device
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