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Abstract— The main objective of this paper is to provide better Performance Evaluation methods on Hybrid Intrusion Detection System. Hybrid Intrusion Detection System is implemented to detect the unauthorized users who exploit connection based and Script based Attacks.This Paper implements the concepts of Anamolous and Signature based Intrusion Detection Methods to achieve better detection rates and applies Receiver Operating Characteristics(ROC) & Intrusion Detection Capability(IDC) for better Performance Evaluation.
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I. INTRODUCTION
Nowadays network without proper protection is vulnerable to attacks by the intruders. Attacks are intended to perform some damages to the files of the system. Attacks are identified by the users’ behaviours, signatures. Signatures are detected and stored in the databases. Later that is used to detect the attacks. Behaviours of the users are used to detect the Intruders.In this paper, RSA algorithm is used to detect the intrusion effectively. This method is used to generate signatures for the packets. If intrusion happens, then RSA detects the intrusion & drops the packet.This paper concentrates on both Signature based and Anamolus based Intrusion Attempts.At present,there is no effective performance evaluation methods to evaluate Hybrid IDS(HIDS).In paper,we apply Receiver Operating Characteristics(ROC) and Intrusion Detection Capability(IDC) for better analyse the performance of Hybrid Intrusion Detection System(HIDS)                      
         II.HIDS

       In Information Security, intrusion detection is the act of detecting actions that attempt to compromise the confidentiality, integrity or availability of a resource. Intrusion detection can be performed manually or automatically. Manual intrusion detection might take place by examining log files or other evidence for signs of intrusions, including network traffic. 
A system that performs automated intrusion detection is called an Intrusion Detection System (IDS). An IDS can detect attackers based on the behaviour and signature.Hybrid 
Intrusion Detection System (HIDS)  uses both anamolous based and Signature based Intrusion Detection methods.HIDS detects the attacker based on number of connection attempts of the user,checks the packets for script attack and also detect IP
 Spoofing.

                                     III.  Algorithms

A. RSA Algorithm
      RSA (which stands for Rivest, Shamir and Adleman who first publicly described it) is an algorithm for public-key cryptography[1]. It is the first algorithm known to be suitable for signing as well as encryption, and was one of the first great advances in public key cryptography.

1) Operation: The RSA algorithm involves three steps: key generation, encryption and decryption.

2) Key generation: RSA involves a public key and a private key. The public key can be known to everyone and is used for encrypting messages. Messages encrypted with the public key can only be decrypted using the private key. The keys for the RSA algorithm are generated the following way:

1. Choose two distinct prime numbers p and q. 

· For security purposes, the integers p and q should be chosen uniformly at random and should be of similar bit-length. Prime integers can be efficiently found using a primality test. 

2. Compute n = pq. 

· n is used as the modulus for both the public and private keys 

3. Compute φ(pq) = (p − 1)(q − 1). (φ is Euler's totient function). 

4. Choose an integer e such that 1 < e < φ(pq), and e and φ(pq) share no divisors other than 1 (i.e. e and φ(pq) are co-prime). 

· e is released as the public key exponent. 

· e having a short bit-length and small Hamming weight results in more efficient encryption. However, small values of e (such as e = 3) have been shown to be less secure in some settings.[4] 

5. Determine d (using modular arithmetic) which satisfies the congruence relation . 

· Stated differently, ed − 1 can be evenly divided by the totient (p − 1)(q − 1). 

· This is often computed using the extended Euclidean algorithm. 

· d is kept as the private key exponent. 

The public key consists of the modulus n and the public (or encryption) exponent e. The private key consists of the modulus n and the private (or decryption) exponent d which must be kept secret.

C) Encryption: Sender transmits his public key (n,e) to Receiver and keeps the private key secret. Receiver then wishes to send message M to Sender. He first turns M into an integer 0 < m < n by using an agreed-upon reversible protocol known as a padding scheme. He then computes the ciphertext c corresponding to:

This can be done quickly using the method of exponentiation by squaring. Receiver then transmits C to Sender.

 Cipher Text C= M e mod  n

D) Decryption: Sender can recover m from c by using his private key exponent d by the following computation:

Given m, he can recover the original message M by reversing the padding scheme . 

Plain Text M= C d  mod n
 IV.Implementation and Experimental RESULTS

     The Intrusion Detection System consists of the following modules:

                      1. New User Creation Module

                      2. User Entry Module

                      3. Intrusion Detection Module

                      4. Packet Transmission Module

                      5.Script Attack Detection 

                      6.ROC Module

                      7.IDC Module

1..New User Creation Module 

              This module is used to create new user account.This is stored into a File to validate when the user enters again.If the user is not required, we can delete the account. 
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      Fig.1:New User Creation Window
2.User Entry Module
                       This module is used to allow user to enter into already created user account.This module collects user name,password and other connection relevant informations.It permits the user only if the user name and password are correctly matched with the already created account.For every time we enter our username and password,it compares them with stored accounts in the file.If the collected information is incomplete,then display the information to enter all details.This module also used to create new account when the user doesn’t have an account.
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Fig.2: User Login Window

3.Transmission Module

                        This module is used to establish communication between nodes in the network.User can send the packets by entering data in the Sending Signals TextArea & can select destination receiver from Select User Name Text Area. User communication should not be packet sniffed.So the packets which are transmitted to be encrypted.At the sender’s side encryption is performed using RSA algotihrm.This converts our Data into Cipher Text Format.At the Receiver’s side,packet is decrypted using RSA Algorithm.Here,Intrusion performed on packet is detected by Intrusion detection module.If the node is dead end,the packets targeted to the node are dropped.
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Fig.3 :Packet Transmission Window

4.Intrusion Detection Module

                        This module is used to detect various intrusion attempts.This module mainly focuses on connection based and communication based intrusions.In connection attempts,it announces intrusion if the connection attempt failed for 3 times.This is performed by checking username and password of the user.If more than one connection is attempted for the same system in same user account,then it detects it as intrusion.In packet communication,the intrusion is detected using RSA algorithm.It encrypts the packets which are send and decrypts at receiver’s side.If the plain text value is not same,it is considered that packet has been damaged.It consider it as an Intrusion.Here, We consider Packet Header based Intrusion Detection.
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Fig.4: Intrusion Detection Window
5.Script Attack Detection

                        This module is used to detect the Script based attacks.This is mainly concentrating on packet size which is received.In such an attack,the packet size will be varied due to the addition of some extra characters.Some special characters such as #,%,$ etc. may be present in the received packets.By finding these variations,it detects the Script based attacks.
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 Fig.5: Script Based Attack Detection

6.ROC Module

                      Receiver Operating Characteristics(ROC) curve is used to evaluate the HIDS.This is used to contrast different IDSs.The ROC Curve reflects the false positives rate and detection rate and the curve analogue of each point corresponds to the IDS of different actions.The Curve clearly depicts the changes when intrusion occurs.Intrusion Curve values a go up in the ROC Curve.
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Fig.6:ROC Evaluation Window
7.IDC Module

                     IDC is one of the information theory methods used to evaluate the performance of the Hybrid IDS.It is defined as the ratio of the mutual information between IDS input and output of the entropy of the input.

                        IDC = I(X;Y) / H(X)  = H(X) – H(X | Y) / H(X)                       

                        IDC = 1- H( X | Y) / H(X) 

                            (IDC will be ranging from 0 to 1)

Where I (X | Y) – Mutual Information ,H(X)- entropy .

H(X) can be calculated using H(X) = B log B – (1-B) log (1-B)

  H(X|Y) =  -B (1-X) log [ B(1-X) / B (1-X)+ (1-B) Y 

B X log  [BX / BX +(1-B)(1-Y)

(1-B) (1-Y) log  [ (1-B)(1-Y) / B X +(1-B)(1-Y)

(1-B) log [ (1-B) Y / B (1-Y) + (1-B) Y]

Where  B – Base Rate . X – False Positve ; Y – False Negative Intrusion Detection Capability (IDC) Module is used to represent Intrusion Detection capability and False Positives.
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Fig.7:IDC Evaluation Window
                                          V.Conclusions

                  The Collaboratve Intrusion Detection System improves the Intrusion detection rates than the existing systems. This concentrates on Script based attack also.The HIDS is evaluated using ROC and Intrusion Detection Capability in an effective manner.This system has been developed as an efficient  and an user friendly environmental system.The proposed modules were completed and after thorough completion of the feasibility study and testing methods,the system has been implemented successfully to detect the Intruders into the network systems
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